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Figure 8 Fog Hierarchy Example 

 
Figure 9 Fog Hierarchical Deployment Model 
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Figure 9 Fog Hierarchical Deployment Model 
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between these fog nodes in both the horizontal and vertical increases the 
system performance and operational capabilities.  

5.2.2.1 How Use Cases Determine the Number of Tiers 

Fog deployments will come large-scale and small, based upon the given 
scenario being addressed. The number of tiers in a fog deployment will be 
dictated by the scenario requirements, including: 

x Amount and type of work required by each tier 
x Number of sensors 
x Capabilities of the nodes at each tier 
x Latency between nodes and latency between sensors and actuation 
x Reliability/availability of nodes 

In general, each level of the N-tier environment would be sifting and 
extracting meaningful data to create more intelligence at each level. Tiers 
are created in order to deal efficiently with the amount of data that needs to 
be processed and provide better operational and system intelligence. At the 
highest level this can be represented by the figure below.  

 
Figure 11 Intelligence from data 

Important aspects we will address overtime is that the software running at 
every level and each node should be enabled to migrate across nodes, span 
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Figure 18 Management Layer 

 

The most commonly used manageability aspects of a fog node are system 

software and firmware update and remote alerts of abnormal system 

operation. As fog-based systems often operate in harsh or remote 

environmental conditions, it is usually a requirement to provide “over the 
air” (OTA) firmware and software updates. The manageability layer is 

responsible for these updates. 

5.4.4 Data, Analytics, and Control 
The traditional way of delivering analytics is no longer efficient or, in some 

cases, even possible using traditional sensor to cloud models. This is due to 

the large volume of data that must be captured, stored, and transported to 

the data center or cloud for additional processing and analysis by large-scale 

business applications. As we look deeper into business and technical 

processes, more granular data elements will be needed to create actionable 

business knowledge from information. This data journey is an evolving vision 

for most companies and institutions. Some are interested in taking the full 

journey. Some just want to understand the current state of their operations 

and want Descriptive Analytics (the analysis of what’s happening or what 
happened). Others are interested in Diagnostic Analytics, which entails root-

cause analysis. Predictive Analytics uses all the knowledge from the previous 
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5.4.5 IT Business and Cross-fog Applications 
Fog applications and services should have the flexibility to span and 
interoperate with various levels in a fog hierarchy. This is a foundational 
aspect of fog computing that enables a multi-vendor ecosystem. In addition, 
the data that is collected or generated by one fog node should be shareable 
with other nodes in the hierarchy. The figure below shows a cross-fog 
application spanning east to west nodes (it would also be able to span north 
to south). 

 
Figure 20 Cross Fog Application 

Cross-fog applications require that we have an understanding and adoption 
of smart objects and associated data models. These are critical to those 
applications for interoperability and additional value creation. 

 Node View 
As previously described, the OpenFog RA description is a composite of 
multiple stakeholder views. The node view is the lowest level view we 
currently utilize in the architectural description. The stakeholders involved in 
formulating the viewpoint (and subsequently this view) are the system on a 

Edge/Fog
Application
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EdgeX Cloudlet FogLamp Flogo Kura Macchina Kaa

Virtualization Docker 
Container

VM,
Openstack

VM Docker 
Container

Java/OSGi Linux Sandbox, VM

Communities Dell, Open Edge 
Computing

Eclipse Eclipe

Service area IoT, IIoT Mobile 
comm., IoT,

IoT, IIoT IoT IoT IoT, IIoT IoT

Applications Java, Python, 
Golang, 
C/C++

Python, REST, 
python, g++

Java Java C++, Java, 
Clang++, 
Python

Java, C, 
C++, 

Objective-C

Orchestrations SL, security, 
management, 

etc.

Using 
Openstack

scalability, 
elasticity and 

resilience

Edge, App 
integration

Hardware, 
S/W

platform
integration

Hardware, 
S/W 

platform 
integration

Clustering, 
control, 

Products Dell, Chip

License Apache2 Apache2 Apache2 BSD 3-
Clause 
License

Eclipse
Public 

License

Apache2 Apache2
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Summary of Example Use Cases
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Edge Gateways 
Memory: 2GB+ 

PLCs, PACs, 
Microcontrollers
Memory: <10MB

IT 

Edge Servers/ 
“Fog Nodes”
Memory:16GB+ 

Open Source Baseline

Proprietary EdgeX-compliant Extensions

General-Purpose 
Edge Gateway

On-prem with EdgeX-
enabled PLCs

High-Bandwidth 
Streaming Analytics

Field Devices

<10ms, 
deterministic

Seconds to days

Milliseconds to 
seconds

Cloud/
Data Center
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High-speed Process Control, 
Robotics, Safety Systems, 

Autonomous Vehicles

High bandwidth, QoS, sub-
millisecond, deterministic

RTOS

Real Time Soft Real Time (“Relevant Time”)

Response Time

OS 

Example Use Cases

Milliseconds+

Traditional Linux or Windows 

Open Source BaselineThrough Community Extensions

Real Time Enabled Via Code Extensions

Smart Building, Energy Management, Factory Optimization, Predictive Maintenance, Quality 
Control, Supply Chain Management, Remote Asset Management, Fleet Management, 

Logistics, Environmental Monitoring
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Simple Linking Device

“Northbound”

(any format desired for backend application)

• A minimal deployment of EdgeX can function as a linking device which simply converts one 
protocol into another

• Typical protocol combinations vary by vertical and installation, some typical examples:
• Energy: DNP3 to MQTT, Modbus to REST
• Manufacturing: Profibus to OPC-UA
• Buildings: BACnet MSTP (serial) to BACnet IP, MQTT, etc.

Protocol A Protocol B
“Southbound”

(format required for field device)

Deployed Microservices:
- Single Device Service
- Core Services
- Single Export Service
- Basic security and manageability
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Embedded Device Services
• Planned work will enable C-based Device Services to be embedded in constrained microcontrollers 

running a RTOS for real-time use cases (e.g. within a smart sensor or PLC)

• Due to loosely-coupled architecture, baseline EdgeX-compliant Device Services can be deployed directly 

on smart sensors or systems capable of hosting a microservice (via container or VM)

• IP-capable sensors with an EdgeX Device Service / APIs can communicate directly with Core Services 

running on any other compute node such as a gateway, server or directly to the cloud

Edge Gateway

EdgeX hosted within PCF, 

Azure, AWS, etc. or 

proprietary stack leveraging 

EdgeX APIs 

Smart Sensors

Embedded

Control Systems 

(e.g. PLCs)

Edge/Fog Server

Smart Systems

Any 

combination 

based on use 

case
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Tiered Deployment in Smart Buildings

Edge 
Gateways

C
O

R
E SER

VIC
ES

Intelligent 
Edge Gateways

C
O

R
E SER

VIC
ES

C
O

R
E SER

VIC
ES

Fog Server

Number of deployed microservices and functionality increases higher in tier

REST

Modbus

BACnet

Zigbee

Room Level
• Ingestion for local 

temperature and 
occupancy data

• Simple rules engine to 
control temperature and 
lighting settings

Floor Level
• Integration of temp and 

occupancy plus add’l events from 
surveillance cameras and overall 
energy usage data

• Basic ML/CEP for reacting to 
local events (e.g. alert security 
when intruder detected)

Building Level 
• Aggregated data for 

analytics of overall building 
performance

• Streaming data from all 
floors, more complex 
analytics

MQTT MQTT MQTT

Portfolio Level
• Deep learning in the 

cloud to optimize 
energy usage across 
entire real estate 
portfolio

Field Devices            Simple Edge GWs               Intelligent Edge GWs                       Edge Servers               Cloud
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Distributed (e.g. ‘Fog’) Computing
• Introducing specific microservices to address QoS, failover between nodes, redundancy and “east-west” 

communication   
• Workloads deployed dynamically at different tiers to optimize performance and results. 
• In a manufacturing example, data can be coordinated for manufacturing process, building performance energy usage 

and logistics across various buildings, plants and trucks.  

Logistics data

Manufacturing data

Energy data
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http://openedgecomputing.org
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https://www.kaaproject.org/overview/
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