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GUEST June 26, 2017
Blockchain's brilliant approach to cybersecurity ~ Blockchain: A multi-functional 'Swiss Army knife’ for
BEN DICKSON, TECHTALKS =~ @BENDEE983  JANUARY 22,2017 9:33 AM Cy ber-secu rity

0000000

| Blockchain is known for powering cryptocurrencies, but developers are finding many
other innovative uses for crypto-secure transactions, write Adam Palmer and Michael
Palage.

Over the past several years, more than a billion dollars have been
invested in blockchain startups by investors seeking to capitalise
on what is estimated to be an $US 8 billion market by 2024.

This private sector investment has also been coupled with several
public sector initiatives from various governments. This article r
. ) . [ L. g
examines the aspects of blockchain technology that make it
) X . . - Bitcoin is enabled by blockchains, but
uniquely situated to support cyber-security capacity building. there are other uses for this technology

apart from making virtual currencies

It is important to note that blockchain is not a ‘silver bullet’
solution. However, it will be a critical tool for improving cyber-security.
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EMICIE M0 0I1= XISZSNIE
2> 2HHI(Cryptocurrency)

= — +
'SATOSHI 'May 2010 '2011/2012 'May 2013 'Dec 2014
NAKAMOTO ::rle;sntszaecat::r/\oirsld Eriud & elicit qunbagg NY regulator
i i ehavior gains raises $5mn ;
begins working 10,000 BTC for momemugm. in venture proposes lighter
on the concept a pizza. A funding led rules for Bitcoin
$3.9mn pizza Silk Road opens. by Union companies
today!
d Mt.Gox is Square
' ' hacked and shut Ventures '
(B)‘Ct 2008 Eib 2011 | down for 7 days. May 2013 Kﬁgcﬁgg:
itcoin itcoin i ULy
whitepaper reaches Governments ;!F:At g'tgo‘”d exchanges
published parity with warn of terrorist ! ebute leads Mt.Gox
the US dollar | financing & FBI in San Diego to collapse.
report leaked. Bitcoin price
craters
Aug 2013
NY State
Jun 2012 Dept. of Sep 2014
oo oo oo o
i itcoi is largest wi
f:;itsgggg:—?m 1'323 subpoenas | Nov 2013 Bitcoin Aug 2015
block #170 transactions 22 bitcoin | Bitcoin integration Bloomberg
.companies reaches over . Markets magazine
k k $1,000 after Blythe Masters
Jul 2010 Jun 2012 market feature on
Mt.Gox is Coinbase, a perceives US blockchain &
est.ablished bitcoin wgllet. Senate financials.
g?&%%?gss as an FX founded in San hearings were Suddenly,
itcoin.org i Francisco iti ini
registered exchange positive blockchain is hot.
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4%} | https://coinmarketcap.com

OIA

AS0] 201 A4S

1189 Cryptocurrencies / 5917 Markets Market Cap: $164,297,627,869 / 24h Vol: $3,552,123,349 / BTC Dominance: 58.5%

Cryptocurrency Market Capitalizations

HDGE e (

(2017/03/30 7| =)

N EX- TR

Market Cap: $24,761,936,570 / 24h Vol: $588,236,477 / BTC Dominance: 67.3%

Market Cap ~  Trade Volume ~  Trending ~  Tools ~ ‘ Search Currencies ‘n
All ~ Coins ~ Tokens ~ Next 100 —» | View All
“# Name Market Cap Price Volume (24h) Circulating Supply  Change (24h) Price Graph (7d)
1 © Bitcoin $96,046,206,579  $5771.47 $2,020,560,000 16,641,550 BTC -2.63% w
2 | 4 Ethereum $26,697,956,049 $280.22 $381,595,000 95,273,964 ETH -5.60% \\\/-/\'\/\/\\\
3 ¢ Ripple $7,407,264,511  $0.192239 $78,013,100 38,531,538,922 XRP * -5.88% \N\H o
[ _C {(D coinmarketcap.com
[ 680 Currencies / 80 Assets / 2810 Markets
4  © Bitcoin Cash $5,256,464,615 $314.60 $174,185,000 16,708,513 BCH -7.32% J
[
5 O Litecoin $2,853,454,711 $53.33  $139,846,000 53,501,707 LTC -6.76% Market Cap ~  Trade Volume ~  Trending ~  Tools ~
=
- Ci ies ~ -
6 = Dash $2,027,998,544  $265.49  $39,940,400 7,638,585 DASH -3.49% Al urrencies - Assets =2
L_ *“# Name Market Cap Price
7 =< 1 © Bitcoin $16,657,793,802  $1025.39
(2017/10/23 7| &)
2 4 Ethereum $4,748,448,133 $52.62
3 2 Dash $579,481,634  $80.53
4 < Ripple $404,806,540 $0.010827
5 O Litecoin $329,350,880 $6.53

12 SSNI29 S5} Adlel 84 JIs LM

Circulating Supply

16,245,325 BTC

90,243,969 ETH

7,195,491 DASH

37,388,960,792 XRP *

50,410,257 LTC

CryptoCurrency Market Capitalizations

Search Currencies

Volume (24h)

$277,939,000

$94,795,600

$17,786,300

$7,738,260

$113,196,000

Next 100 — = View All
% Change (24h) Price Graph (7d)
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Public vs. Consortium vs. Private
P2P Networking over the Internet

* Public Blockchain: =Lt 0] 758t HEHL| S FH| 2], e.g., Bitcoin
« Consortium Blockchain: HH & HEE 2F E|= S FEH|Q, ec, = 8H =5H|Q

* Private Blockchain: 78 2gX}0]f 2|5l 294 kl= =542l
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“hash” : " 000000000000000041 cbdSba9607416285167b4b6f {65bdab51 ac0f55e03bbd6™,

“ver":2,

"prev_block” : "000000000000000005f caB0796201 fe3fbd f 2b6S5b64 f ebB4eB0b5d0c4ba2al99”,
“mrk|_root " :"59a1914711c0923c2eedbd43778391 ee528b6addceB6f8d0f 6¢c 181 1217700823",
“time” 1402209318,

"bits”:4087682234,

“nonce” : 4027624099,

"n_tx”:27,
“size”:13924,
“tx

]

arkl_tree”:|

/+ Hll S0l ZYE +/

/+ HeHUHES HE32| +/

-, [ — |
E_EE

- ~ R N [ A
Block 51W Block 52 (Block 53 Block 54
Proof of work: Proof of work: Proof of work: Proof of work:
0000009857vwv | 000000zzxvzxs | 00000090ba1bx  w) 000000jj193xq49
"\ Previous block: Previous block: Previous block: Previous block:
000000432qgrzal 0000008857 vwv 0000002zxvzx5 00000090b4 1bx
\ r
Transacton Transacton Transacton Transacton
1k541fvx dd5g31bm 9dIxcv14 555Ibj4j12
J \

Transacton Transacton Transacton Transacton

09345w1d 22qsx987 J abb7bxxq bn24xa0201

Transacton Transacton Transacton

VoA232v32 J k[ 001hk009 J l 34oiu98a ] [ Alcs SgBct
N N <4) N -

Block Height 277316

Header Hash:
0000000000000001b6b9a13b095e96db
41c42928b97ef2d944a9b31b2cc7bdca

-
Previous Block Header Hash: :
0000000000000002a7bbd252417c0374 )
C55261021e8a9ca74442b01284f0569 '
Timestamp: 2013-12-27 23:11:54 :
Difficulty: 1180923195.26 .
Nonce: 924591752 )
Merkle Root: €91¢008c26€50763¢9f548bb8b2 )
1c323735(73577effbc55502¢51ebaccTcf2e H

H

Transactions I

Block Height 277315

Header Hash:
0000000000000002a7bbd25a417c0374
55261021e8a9ca74442b01284f0569

-~
Previous Block Header Hash: :
00000000000000027e7ba6fe7bad39fa y
f3b5a83daed765f05f7d1b71a1632249 1
Timestamp: 2013-12-27 22:57:18 H
Difficulty: 1180923195.26 s
Nonce: 4215469401 )
Merkle Root: 5e0494030e0ab2debb92378f5 :
3c0a6e09548aea083f3ab25e1d94eal15529d '

-

Transactions I

Block Height 277314

Header Hash:
00000000000000027e7basfe7bad39fa
f3b5a83daed765f05f7d1b71a1632249

-
Previous Block Header Hash: :
00000000000000038388d97cc6f2c1d .
fe116¢5e879330232f3bff1c645920bdf '
Timestamp: 2013-12-27 22:55:40 s
Difficulty: 1180923195.26 ]
Nonce: 3797028665 :
Merkle Root: 02327049330a25d4d17e53¢79f :
478cbb79c53a509679b1d8a1505¢5697afb326 '

H
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N 4H|E 25 0 O LI
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X =====) 0000(0101 ... 1
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is stll required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be change
the proof-of-work. The longest chain not only serves as proof of the seque
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and peyment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers. In
this paper, we propose 2 solution to the double-spending problem using a peer-to-peer distributed
timestamp server to generate proof of the order of . The
system is secure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.
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11. Calculations

We consider the scenario of an attacker trying to generate an alternate chain faster than the honest
chain. Even if this is accomplished, it does not throw the system open to arbitrary changes, such
as creating value out of thin air or taking money that never belonged to the attacker. Nodes are
not going to accept an invalid transaction as payment, and honest nodes will never accept a block
containing them. An attacker can only try to change one of his own transactions to take back
money he recently spent.

The race between the honest chain and an attacker chain can be characterized as a Binomial
Random Walk. The success event is the honest chain being extended by one block, increasing its
lead by +1, and the failure event is the attacker's chain being extended by one block, reducing the
gap by -1.
The probability of an attacker catching up from a given deficit is analogous to a Gambler's
Ruin problem. Suppose a gambler with unlimited credit starts at a deficit and plays potentially an
infinite number of trials to try to reach breakeven. We can calculate the probability he ever
reaches breakeven, or that an attacker ever catches up with the honest chain, as follows [8]:

p = probability an honest node finds the next block
= probability the attacker finds the next block
g: = probability the attacker will ever catch up from z blocks behind

I ifp=q
(g/p) ifp>q
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Given our assumption that p > g, the probability drops exponentially as the number of blocks the
attacker has to catch up with increases. With the odds against him, if he doesn't make a lucky
lunge forward early on, his chances become vanishingly small as he falls further behind.

We now consider how long the recipient of a new transaction needs to wait before being
sufficiently certain the sender can't change the transaction. We assume the sender is an attacker
who wants to make the recipient believe he paid him for a while, then switch it to pay back to
himself after some time has passed. The receiver will be alerted when that happens, but the
sender hopes it will be too late.

The receiver generates a new key pair and gives the public key to the sender shortly before
signing. This prevents the sender from preparing a chain of blocks ahead of time by working on
it continuously until he is lucky enough to get far enough ahead, then executing the transaction at
that moment. Once the transaction is sent, the dishonest sender starts working in secret on a
parallel chain containing an alternate version of his transaction.

The recipient waits until the transaction has been added to 2 block and z blocks have been
linked after it. He doesn't know the exact amount of progress the attacker has made, but
assuming the honest blocks took the average expected time per block, the attacker's potential
progress will be a Poisson distribution with expected value:

A=z4
P

To get the probability the attacker could still catch up now, we multiply the Poisson density for
each amount of progress he could have made by the probability he could catch up from that point:
ifk= zl
ifk=>z|

Ae lglp)”
- k! 1

Rearranging to avoid summing the infinite tail of the distribution...

)

Ae’!

(1-(g/p)" ")
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Running some results, we can see the probability drop
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« Reward Per Block: 12.5 BTC ($54,784 USD, 2F 6174 2Hgl)

. [-] ferroh < 16 points 4 years ago
“ Assume I have 10% of the network hashrate, then:

If you require 1 confirm, I can doublespend once every 4.9 blocks on average.

If you require 2 confirms, then I can doublespend once every 19.6 blocks on average.
If you require 6 confirms, then I can doublespend once every 4118 blocks on average.
Source: original bitcoin whitepaper by Satoshi Nakamoto, page 8.

Why 6 and not 7? Because 1 hour (average time to confirm) is a round number.

per link source bed save RES give gold hide child comments pocket

4. [-] asdfaoceu < 6 points 4 years ago

~ It's worth noting that the attacker also loses (n - 1) confirms * block reward every time his attack fails (by not
immediately broadcasting his blocks). So that 2 confirm attack would cost the attacker 465btc per successful
execution so it better be a big double spend.

permalink source embed save save-RES parent give gold hide child comments pocket
4. [-] ferroh <) 1 point 4 years ago
“ That's an excellent point.
I wonder what the expected cost of a 6 confirm doublespend is. Seems like thousands of BTC.

permalink source embed save save-RES parent give gold pocket

. [-] bitcoind3 <) 1 point 4 years ago
“ Exactly!
A lot of people don't take into account the cost of performing these attacks.
Though it's interesting to note that as the reward goes down these attacks will be cheaper to perform.

permalink source embed save save-RES parent give gold pocket
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