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Blockchain’s brilliant approach to cybersecurity ~ Blockchain: A multi-functional 'Swiss Army knife’ for
cyber-security

0000000

Blockchain is known for powering cryptocurrencies, but developers are finding many
other innovative uses for crypto-secure transactions, write Adam Palmer and Michael
Palage

Over the past several years, more than a billion dollars have been
invested in blockchain startups by investors seeking to capitalise
on what Is estimated to be an SUS 8 billion market by 2024

This private sector investment has also been coupled with several
public sector initiatives from various governments. This article

examines the aspects of blockchain technology that make it
Bitcomn s enabled by blockchains, but
uniquely situated to support cyber-security capacity bullding there are othar uses for this technology
apart from making virtual currencies

It is Important to note that blockchain is not a ‘silver bullet’
solution. However, it will be a critical tool for improving cyber-security
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1189 Cryp 15T M Markot Cop: $104,297,627,809 / 24n Vol: §3,552,123.340 / BTC Dominance: 58.5%

Cryptocurrency Market Capitalizations

Markot Cap «  Trade Volume »  Trending ~  Tools «

Al« Coins~  Tokens + Lot
“4  Name Market Cap Price
1 © Bitcoin $96,046,206,579  S5771.47
2 4 Ethereum $26,697,956,049  $28022
3« Ripple $7.407,264,511 80162239
4 O Bitcoin Cash $5256,464,615  $314.60
5 O Litecoin $2853454,711  $53.33
6 @ Dash $2,027,998,544  $2065.49

(2017/10/23 7| &)

Volume (24h)

$381,595,000

§78,013,100

$174,185,000

$139,846,000

$39,940,400

Circulating Supply

16,641,550 BTC

95,273,964 ETH

38,531,538,022 XRP *

16,708,513 BCH

53,501,707 LTC

7,838,585 DASH
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CryptoCurrency Market Capitalizations
Manet Cap - TiadeMskune = Troncing +  Tools = PO ga— -
Ale  Curmncies +  Assets + - Noxt 100 = View AR
L " Name Market Cag Price Circulatiog Scpply  Vokame (240 % Change (244 Price Gragh (T
1 O Bitcoin S16.857.799.802  $1005.30 16.245,525 BIC $277.999.000
2 ¢ Ethersumn $4.740 428133 sa2 a2 PU2L0968 ETH  S84T8S 00
3 © Damh $570481634  $E0s 719551 DASH  $17.788.300
4 % Rigple S404000540 SOOIGRIT AT IEAMEOTE WS 7,700
s O Liecon $329 360 280 3853 20410257 LT $112,156,000
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Public vs. Consortium vs. Private
P2P Networking over the Internet

« Public Blockchain: Lt H0{ 7158t HEfC| S EX| Q! e.g., Bitcoin
« Consortium Blockchain: WH 2 HE 2 2 £E|l= EEM|2, g, 28H EEH¢
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"hash" : " 000000000000000041 cbdSbaS6074162651 67b4b6f f65bdab51ac0f55e03bbdE™,

000000000000000005f caB0796201 fe3fbd f 2b635b64 1 ebB4eB0bSd0c4ba2ad3”,
“mrk|_root " :"53a1314711c0923c2eedbd43778991 ee526b6addceB6fBd01 b 161 12 7700823",

“ver":2,
“prev.block”:"

“time” :1402209318,
"bits” :408782234,
“nonce” :4027624093,

“n_tx”:217,
"size”:13924,
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‘We consider the scenario of an anacker trying to peserate an ahernace chads fasser than the hooest
chain. Even If @s Is accomplished, & does not throw the system open 10 arbiirary changes, such
as creating vadee out of thin alr o taking moncy that sever belonged to the anacker. Nodes are
DOt ROing 10 3C0CPE 20 nvalid transaction as payment, and honest nodes will never accepe a block
comtaining thesn  An amacker can caly try % change ose of his ows trassacsions 10 ke back
money he recently speat.

The mce between the hosest chais and s amacker chais can be charscterized as & Bisomdal
Random Walk. The snccess evest is the honest chais being extendad by one Nock, iscreasing its
k-d:z +1, sad B¢ failure cvent is e sttacker’s chain bong exiended by coe bleck, reducing the
byl

The probebility of an sttacker calching wp from & given deficit b analogow % 3 Gambler
Ruin peoblem. Suppose 8 gamsbler with enlimited crodit starts ot @ deficit and plays potentially an
infinite sumber of triah W try 10 roach breakeven. We can cakeulate the peobability be ever
reaches breakeven, or that an attacker ever catches wp with the honest chain, 2 follows [§);

p = probability an bosest node finds the next block

g = probabily the attacker finds the next block
9= probubility the sttacker will ever catch up Som 2 blocks bebind

[ ! h‘vl
@/p) ¥p>q

clQ 24 JiE AT

Given cur assumpeion that p > ¢, the peobability drops expoacacially as the number of blocks the
sttacker has 1o catch up with imcreases.  With the odds agsint him, if be docant make & lucky
lunge forwand early o, his chances become vanishingly small as bo falls further bohind.

We now consider how lomg e recipient of 3 new tramsaction neods 10 walt before being
sufficiently cortain the sonder cant change the transaction. We assume the sender is an attacker
who wants 10 make the reciplent believe be paid him for a while, then swinch it 10 pay back 0
himself afler some time has paved.  The receiver will be alertod when that happens, but the
sender bopes it will be 100 late.

The recetver generates & new key palr and gives the public key 10 the sender shoetly defore
signing. This prevents the seader from proparing a chain of blocks ahead of time by werking on
It continuously until he is backy enough to get far enough ahead, then executing the transaction at
that moment. Once the tramaction i sent, the dishonest sender starts working i seceet on &
paraliel chain containing an altemate version of his trassaction.

The recipient wais unti]l the transaction has deen added %0 8 block aad 2 Bocks have dees
linked after it. He doesn know the exact amount of progress the attacker han made, but
assuming e hosest blocks swok the average expeceed time per block, the amacker's potencial
progress will be a Potsson disridution with expected valoe:

A=z4
P

To get the peobability the amacker could saill carch wp now, we mukiply the Polsson density for
cach amoent of peogress he could have made by the probability be could catch up from that point:

):_L (alp)" ws:]
) 1 Vk>z

Reamanging to avoid summing the infiaite tail of the distributicn...

12“

[I ~(g/pf"")

E|H, et

Running some results, we can see the probability drop

g=0.
2=0
2=1
2=2
2=3
z=4
2=5
2=6
2=7
2=8
2=9
2=10

g=0.
z=0

z=5

2=10
2=15
2=20
2=25
2=30
2=35
2=40
2=45
2=50

Solving for P less than 0.1%...

P <
a=0.
a=0.
a=0.
a=0.
a=0.
q=0.
a=0.
a-0.

1

3

H

Pwl.
P=0.

=0

P=0

P=0

P=0

=0

Pwl

=0

P=0
P=0
=0

0.001

10
15
20
25
30
35
a0
a5

0000000
2045873

.0509779
P=0.
.0034552
.0009137
.0002428
.0000647
P=0.
P=0.

0131722

0000173
0000046

.0000012

.0000000
P=0.1
P=0.
P=0.

773523
0416605
0101008

.0024804
P=0.
P=0.

0006132
0001522

.0000379
.0000095
.0000024
P=0.

0000006

2=5
2=8
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4 [-] ferroh < 16 points 4 years 530
+ Assume I have 10% of the network hashrate, then:
If you require 1 confirm, I can doublespend once every 4.9 blocks on average.
If you require 2 confirms, then I can doublespend once every 19.6 blocks on average.
If you require 6 confirms, then I can doublespend once every 4118 blocks on average.
Source: original bitcoin whitepaper by Satoshi Nakamoto, page 8.
Why 6 and not 7? Because 1 hour (average time to confirm) is a round number.
permaiink source embed save save-RES give gold hide child comments pocket

4 (-] asdfaceu < 6 points 4 yean 290
“ It's worth noting that the attacker also loses (n - 1) confirms * block reward every time his attack fails (by not
immediately broadcasting his blocks). So that 2 confirm attack would cost the attacker 465btc per successful

execution so it better be a big double spend.
makink mb save save-RES parent give goid hide child comments pocket

4 [-] ferroh <O 1 point £ years ago

< That's an excellent point.
I wonder what the expected cost of a 6 confirm doublespend is. Seems like thousands of BTC.
pormalink source embed save save-RES pamant give gold pocket

4 [-] bitcoind3 <3 1 point 4 years ago
< Exactly!
A lot of people don't take into account the cost of performing these attacks.
Though it's interesting to note that as the reward goes down these attacks will be cheaper to perform.
permalink source embed save save-RES parent give gold pocket
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